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1. (CURRENTLY AMENDED) A system for archiving data blocks comprising: 
a user data processing means for a user to form one or more data blocks; 

transmission means, coupled to the user data processing means, for transmitting said data 
blocks from the user data processing means; and 

remote archive storage means, coupled to the transmission means, for receiving and storing 
the one or more data blocks, said remote archive storage means preventing anyone, including the 
user, from modifying or deleting said one or more data blocks stored at said remote archive storage 
means to provide non-rescindable storage of said data blocks for at least an initial time period ., 

wherein the user negotiates the initial time period with the remote archive storage means to 
reach agreement on an initial time period for non-rescindable storage of said one or more data 
hi neks 

2. (CANCELLED) 

3. (PREVIOUSLY PRESENTED) The system of claim 1, further comprising: 

means for retrieving, from the remote archive storage means to the user, a copy of the one 
or more data blocks. 

4. (CURRENTLY AMENDED) The system of claim 1 , further comprising: 

digital signature generating means, havin g a p h ys ical ly re mote l oc ati on d ifferent from th e 
u se r d ata process m ean s a nd th e re mote archive s torag e m eans, coupled to said user data processing 
means and th e re m ot e a rch ive stor a ge m eans, for computing for the user, a secure digital signature 



Ser. No. 10/807,270 PATENT 

data block comprising a secure digital signature of the one or more data blocks, and appending the 
digital signature data block to the one or more data blocks. 



5. (CURRENTLY AMENDED) The system of claim 4, wherein the digital signature 
generating means comprises a digital signature generating party independent of the user data 
processing means and the remote, archive, storage means , and coupled to the user data processing 
means and the, remote archive, storage, means by v tn the transmission means. 

6. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

secure time-stamping means , having a physically remote, location different from the, user 
data processing means and the remote arch ive st ora ge m eans, coupled to the user data processing 
means and the remote archive storage means for receiving the one or more data blocks, time- 
stamping the one or more data blocks on receipt, and storing said time-stamp as an additional non- 
rescindable data block with the one or more data blocks in the remote archive storage means. 

7. (PREVIOUSLY PRESENTED) The system of claim 6, wherein the secure time- 
stamping means comprises a secure time-stamping party, independent of the user data processing 
means and the remote archive storage means, coupled to the user data processing means and the 
remote archive storage means by the transmission means. 

8. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

encryption means, ha vi n g a p hy si cally re mote l oc ati on d ifferent from th e use r d ata 
processi n g m ean s a nd th e re m ot e a rchive s torag e m eans, coupled to the user data input means user 
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data processing means and the remote archive storage means, for encrypting the one or more data 
blocks to create one or more encrypted data blocks, and transmitting said one or more encrypted 
data blocks to remote archive storage means in place of said one or more data blocks. 

9. (PREVIOUSLY PRESENTED) The system of claim 8, wherein the encryption means 
comprises an encryption party, independent of the user data processing means and the remote 
archive storage means, coupled to the user data processing means and the remote archive storage 
means via the transmission means. 

10. (CURRENTLY AMENDED ) The system of claim 1, further comprising: 

filing key generating means, coupled to said ii sr.r da t a inpu t me.ans nse.r data processing 
means and said remote archive storage means, said filing key generating means having a physically 
remote location different , from the user data input meamnser data processing means and the remote 
archive storage means , for generating filing keys from said one or more data blocks. 

11. (PREVIOUSLY PRESENTED) The system of claim 10, wherein said filing key 
generating means comprises an independent filing key generating party, independent of the user 
data processing means and the remote archive storage means, coupled to the user data processing 
means and the remote archive storage means via the transmission means. 

12. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

search means, h a vi n g a physi cally re mote l o cation d ifferent from th e use r d a t a i npu t 
rrrea muse r d ata processi n g m ean s a nd th e remote archive s t or a ge m ean s , to search stored filing keys 
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at said remote archive storage means to select at least one of the one or more data blocks for 
retrieval of copies of the at least one of the one or more data blocks. 



13. (PREVIOUSLY PRESENTED) The system of claim 12, wherein said search means 
comprises an independent search party, independent of the user data processing means and the 
remote archive storage means, coupled to the user data processing means and the remote archive 
storage means via the transmission means. 

14. (CURRENTLY AMENDED) The system of claim 1, further comprising: 
encryption means coupled to the user data processing means and the remote archive, storage 

means via the tran sm i ssi on m ean s , and h a ving a p hysically remote location different from the user 
data processing means and the remote archive storage means, for encrypting the one or more data 
blocks to produce one or more encrypted data blocks such that the remote archive storage means 
may not decrypt the one or more encrypted data blocks but that the user may decrypt copies of the 
one or more encrypted data blocks. 

15. (PREVIOUSLY PRESENTED) The system of claim 14, wherein said encryption 
means comprises an independent encryption party, independent of the user data processing means 
and the remote archive storage means, coupled to the user data processing means and the remote 
archive storage means via the transmission means. 

16. (CURRENTLY AMENDED) The system of claim 1, further comprising: 
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voice waveform data input means, having a physically remote location different from the 
nser data processing means and the remote archive storage means, coupled to said user data 
processing means, for receiving a user's voice and creating voice waveform data; and 

voice recognition and transcription means, coupled to said user data processing means and 
said remote archive storage means, for generating one or more text data blocks from said voice 
waveform data transmission for storage in the remote archive storage means. 

17. (PREVIOUSLY PRESENTED) The system of claim 16, wherein said voice 
recognition means comprises an independent voice recognition and transcription party, independent 
of the user data processing means and the remote archive storage means, coupled to the user data 
processing means and the remote archive storage means via the transmission means. 

18. (CANCELLED) 

19. (CANCELLED) 

20. (CURRENTLY AMENDED) The system of e.W i m 1ft claim 5 further comprising: 
secure time-stamping means, h avin g a p hysical ly re mote l o cation d ifferent from th e use r 

data proc e ssi n g m ean s a nd th e re mote archive s tora ge m eans, coupled to the user data processing 
means and the remote archive storage means for receiving the one or more data blocks, time- 
stamping the one or more data blocks on receipt, and storing said time-stamp as an additional non- 
rescindable data block with the one or more data blocks in the remote archive storage means. 

21. (CANCELLED) 
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22. (CURRENTLY AMENDED) The system of claim 20, further comprising: 
encryption means, coupled to t he user data inpu t means and the remote archive storage 
means, for encrypting the one or more da t a blocks to create one or more encrypted data blocks, and 
transmitting said one or more encryp t ed data blocks to remote archive storage means in place of 
said one or more data blocks 

filing key generating mentis, having a physically remote location different from the user data 
processing means and the remote, archive storage means, coupled to said user data input meansnser 
data processing means and said remote archive storage means, for generating filing keys from said 



23. (CANCELLED) 



24. (CURRENTLY AMENDED) The system of claim 22, further comprising: 

filing key generating means, coupled to said user da t a inpu t means and said remo t e archive 
storage means, for generating filing keys from said one or more da t a blocks 

se arch m ean s , h avin g a p hy si cally re mote l o cation different fr om th e u ser d ata processi ng 
mean s a nd th e re m ot e a rchive st ora ge m eans, to s earc h s tored fi lin g k e ys at sa id re m ot e a rch ive 
stor a ge m ean s to se lect a t l e a st o ne o f t he o ne o r m ore data b loc ks fo r re tri eva l of c opies of th e a t 
lea st on e of th e on e or m ore data hlock s . 

25. (CANCELLED) 
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26. (CURRENTLY AMENDED) The system of claim 24, further comprising: 

search means to search stored filing keys at said remote archive storage means to select at 
least one of the one or more data blocks for retrieval of copies of the at least one of the one or more 
data blocks 

voice waveform data input means, having a physically remote location different from the 
user data processing means and the, remote archive storage means, coupled to said user data 
processing means, for receiving a user's voice, and creating voice, waveform data; and 

voice recognition and transcription means, having a physically remote location different 
from the user data processing means and the remote archive storage means, coupled to said user 
data processing means and said remote archive storage, means, for generating one, or more text data 
blocks from sa id vo ice w aveform data tran sm i ssi on f or storage in the remote archive storage means. 

27. (CANCELLED) 

28. (CURRENTLY AMENDED) The system of rbim 70 claim 76 further comprising: 
encryption means, h avin g a p hy si ca lly re mote l o cation d ifferent fr om th e use r d ata 

processi n g m ean s a nd th e re mote archive st orage m eans, for encrypting the one or more data blocks 
to produce one or more encrypted data blocks such that the remote archive storage means may not 
decrypt the one or more encrypted data blocks but that the user may decrypt copies of the one or 
more encrypted data blocks. 

29. (CANCELLED) 
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30. (CURRENTLY AMENDED) The system of claim 28, further comprising: 

voice waveform data input means, coupled to said user data processing means, for receiving 
a user's voice and creating voice waveform data; and 

voice recognition and transcrip t ion means, coupled to said user data processing means and 

said remote archive storage means, for generating one or more text data blocks from said voice 
waveform data transmission for s t orage in t he remote archive storage means 

decryption means, having a physically remote location different from the user data 
processing means and the remote archive storage means, coupled to the user data processing means 
and the remote archive storage means, for decrypting the one or more blocks retrieved from said 
remote, archive, storage, means, to create, one, or more, decrypted data blocks, and transmitting said 
one or more decrypted data hlocks to the u se r data p rocessing means. 

31. (CURRENTLY AMENDED) The system of rbim 9 claim 8 further comprising 
decryption means, h avin g a p hy si cal ly re mote l o cation d ifferent fr om th e u ser d ata p roc es sing 
mean s a nd t he re mote a rchive st ora ge m eans, coupled to the user da t a inpu t mean s n se r d ata 
processing means and the remote archive storage means, for decrypting the one or more encrypted 
data blocks retrieved fr om sa id re mote archi ve s tora ge m eans, to create one or more decrypted data 
blocks, and transmitting said one or more decrypted data blocks to the user data processing means. 

32. (CURRENTLY AMENDED) A method for archiving data blocks comprising the steps 

of: 

forming, in a user data input device, one or more data blocks, 
transmitting the data blocks from the user using a transmission network, 
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archiving the one or more data blocks in a remote archive storage, and 

preventing anyone, including the user, from modifying or deleting the one or more data 

blocks stored at the remote archive storage to provide non-rescindable storage of the data blocks for 

at least an initial time period ^and 

negotiating, between the user and the remote archive storage an initial time period to reach 

agreement on an initial time period for non-rescindable storage of the one or more data blocks. 

33. (CANCELLED) 

34. (PREVIOUSLY PRESENTED) The method of claim 32, further comprising the step of 
retrieving, from the remote archive storage to the user, a copy of the one or more data blocks. 

35. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
computing, in an encryption data processor h a vi n g a p h ys ically re mote l o cation different 

fr om th e use r data i n put device and the re mote archi ve s tora ge , coupled to the user data input device 



signature of the one or more data blocks, and 

appending the digital signature data block to the one or more data blocks. 

36. (CURRENTLY AMENDED) The method of claim 35, wherein the step computing a 
secure digital signature data block comprises the step of computing the digital signature in a digital 
signature generating party h a vi n g a p hy si cally re mote l o cati on d ifferent from th e use r d ata i npu t 
d evi ce a nd th e re m ot e a rchi ve storage a nd independent of the user data input device and th e re m ot e 




i, a secure digital signature data block comprising a secure digital 
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archive storage , and coupled to the user data input device and the remote archive via the 
transmission network. 

37. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
time- stamping in a secure time- stamping device having a physically remote location 

different from the user data input device and the remote archive storage, coupled to the user data 
input device and the remote archive storage, the one or more data blocks upon receipt, and 

storing the time-stamp as an additional non-rescindable data block with the one or more 
data blocks in the remote archive storage. 

38. (PREVIOUSLY PRESENTED) The method of claim 37, wherein the step of time- 
stamping comprises the step of time-stamping in a secure time-stamping party independent of the 
user data input device and the remote archive storage and coupled to the user data input device and 
the remote archive storage by the transmission network. 

39. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
encrypting, in an encryption device h av ing a p h ys ically re mote l oc ati on d ifferent from th e 

u se r d ata i npu t d evi ce a nd th e re mote archive s tora ge , coupled to the user data input device and the 
remote archive storage, the one or more data blocks to create one or more encrypted data blocks, 
and 

transmitting the one or more encrypted data blocks to remote archive storage in place of the 
one or more data blocks. 
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40. (PREVIOUSLY PRESENTED) The method of claim 39, wherein the step of 
encrypting comprises the step of encrypting in an encryption party independent of the user data 
input device and the remote archive storage and coupled to the user data input device and the 
remote archive storage via the transmission network. 

41. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
generating, in a filing key generator coupled to the user data input and the remote archive storage, 
said filing key generator having a physically remote location different from the user data input and 
the remote archive storage , filing keys from the one or more data blocks. 

42. (PREVIOUSLY PRESENTED) The method of claim 41, wherein the step of 
generating filing keys comprises the step of generating filing keys in an independent filing key 
generating party independent of the user data input device and the remote archive storage and 
coupled to the user data input device and the remote archive storage via the transmission network. 

43. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
searching stored filing keys at the remote archive s t orage at a p h ys ically re m ot e l oc ati on d ifferent 
fr om th e use r d ata i npu t a nd th e re mote archive s torag e to select at least one of the one or more data 
blocks for retrieval of copies of the at least one of the one or more data blocks. 



44. (PREVIOUSLY PRESENTED) The method of claim 43, wherein the step of searching 
comprises the step of searching in an independent search party independent of the user data input 
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device and the remote archive storage and coupled to the user data input device and the remote 
archive storage via the transmission network. 



45. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
encrypting, in an encryption device,, having a physically remote, location different from the user data 
input device and the remote archive storage, the one or more data blocks to produce one or more 
encrypted data blocks such that the remote archive storage may not decrypt the one or more 
encrypted data blocks but that the user may decrypt copies of the one or more encrypted data 
blocks. 

46. (PREVIOUSLY PRESENTED) The method of claim 45, wherein the step of 
encrypting comprises the step of encrypting in an independent encryption party independent of the 
user data input device and the remote archive storage and coupled to the user data input device and 
the remote archive storage via the transmission network. 

47. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
inputting in a voice waveform data input device coupled to the user data input device, a 

user's voice and creating voice waveform data, and 

transcribing in a voice recognition and transcription device , having a physically remote- 
l oc ati on d ifferent from th e use r d ata i n put device a nd th e re mote a rchi ve stor a ge , coupled to the 
user data input device and the remote archive storage, the voice waveform data to create text data 
blocks from the voice waveform data received from the user data input device for storage in the 
remote archive storage. 
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48. (PREVIOUSLY PRESENTED) The method of claim 47, wherein the step of 
transcribing the voice waveform data comprises the step of transcribing the voice waveform data in 
an independent voice recognition and transcription party independent of the user data input device 
and the remote archive storage and coupled to the user data input device and the remote archive 
storage via the transmission network. 

49. (CANCELLED) 

50. (CANCELLED) 

5 1 . (CURRENTLY AMENDED) The method of daim 4Q claim ^ further comprising the 
steps of: 

time-stamping in a secure time-stamping device, h a vi n g a p h ys ical ly re mote l o cation 
different fr om t he use r d ata i n put device and t he re mote arch ive s tora ge , coupled to the user data 
input device and the remote archive storage, the one or more data blocks upon receipt; and 

storing the time-stamp as an additional non-rescindable data block with the one or more 
data blocks in the remote archive storage. 

52. (CANCELLED) 

53. (CURRENTLY AMENDED) The method of claim 51, further comprising the-steps 

step of: 
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encrypting, in an encryption device coupled t o t he user data input device and the remote 

archive storage, the one or more data blocks t o create one or more encrypted data blocks, and 

transmitting the one or more encrypted data blocks to remote archive storage in place of the 

one or more data blocks 

generating, in a filing key generator having a physically remote location different from the 
user data input device and the remote archive storage, coupled to the user data input and the remote- 
archive storage, filing keys from the one or more, data blocks 

54. (CANCELLED) 



55. (CURRENTLY AMENDED) The method of claim 53, further comprising the step of 
generating, in a filing key generator coupled to the user data input and the remote archive storage, 
filing keys from the one or more data blocks searching stored filing keys at the remote archive 
sto ra ge a t a p hy si cal ly re mote l o cation different fr om t he u ser d ata i n put a nd th e re mote a rch ive 
stor a ge to se lect at l e a st o ne o f t he o ne o r m ore data b loc ks fo r re tri ev al o f copi es o f th e at l e a st on e 



56. (CANCELLED) 



57. (CURRENTLY AMENDED) The method of claim 55, wherein the step of searching 
comprises the step of searching in an independen t search par t y independent of the user data input 
device and the remote archive storage and coupled t o t he user data input device and the remote 
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inputting in a voice waveform data input device having a physically remote location 
different from the user data input device and the remote archive storage, coupled to the user data 
input device, a user's voice and creating voice waveform data, and 

transcribing in a voice recognition and transcription device having a physically remote 
location different from the user data input device and the, remote archive storage, coupled to the, 
nser data input device and the, remote archive, storage, the, voice, waveform data to create text data 
hlocks from the, voice waveform data received from the, user data input device for storage, in the. 



58. (CANCELLED) 



59. (CURRENTLY AMENDED) The method of claim SI claim S7 further comprising the 
step of encrypting, in an encryption device having a physically remote location different from the 
u se r data i n put device and t he re mote archi ve st ora ge , the one or more data blocks to produce one 
or more encrypted data blocks such that the remote archive storage may not decrypt the one or more 
encrypted data blocks but that the user may decrypt copies of the one or more encrypted data 
blocks. 



60. (CANCELLED) 



61. (CURRENTLY AMENDED) The method of claim 59, further comprising the steps 

step of: 
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inputting in a voice waveform da t a inpu t device coupled to the user data input device, a 
user's voice and creating voice waveform da t a, and 

transcribing in a voice recognition and transcription device coupled to the user data input 

device and the remote archive storage, t he voice waveform da t a to create text data blocks from the 
voice waveform data received from t he user data input device for storage in the remote archive 
storage. 

decrypting in a decryption device, having a physically remote location different from the 
user data input device and the remote archive storage and coupled to the user data input device and 
the remote archive storage, the one or more hlocks retrieved from said remote archive storage, to 
create one or more decrypted data hlocks, and tr an sm itting said one or more decrypted data blocks 



62. (PREVIOUSLY PRESENTED) The method of claim 61, wherein the step of 
transcribing the voice waveform data comprises the step of transcribing the voice waveform data in 
an independent voice recognition and transcription party independent of the user data input device 
and the remote archive storage and coupled to the user data input device and the remote archive 
storage via the transmission network. 




63. (CANCELLED) 



64. (CANCELLED) 



65. (CANCELLED) 
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66. (CANCELLED) 

67. (CANCELLED) 

68. (CANCELLED) 

69. (PREVIOUSLY PRESENTED) The system of claim 3, said archive providing assured 
access to said means for retrieving data. 

70. (PREVIOUSLY PRESENTED) The system of claim 69, wherein said archive requires 
verified personal data from said user for providing said assured access. 

71. (CANCELLED) 

72. (CANCELLED) 

73. (CANCELLED) 

74. (CANCELLED) 

75. (CANCELLED) 



-17- 



Ser. No. 10/807,270 



PATENT 



76. (CANCELLED) 

77. (CANCELLED) 

78. (CANCELLED) 

79. (CANCELLED) 

80. (CANCELLED) 

81. (CANCELLED) 

82. (CANCELLED) 

83. (NEW) The system of claim 9, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more decrypted data blocks, and transmitting said one or more decrypted data 
blocks to the user data processing means. 

84. (NEW) The system of claim 14, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
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storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more decrypted data blocks, and transmitting said one or more decrypted data 
blocks to the user data processing means. 

85. (NEW) The system of claim 15, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more decrypted data blocks, and transmitting said one or more decrypted data 
blocks to the user data processing means. 
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